UBND TINH NGHE AN CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Doclap - Tw do - Hanh phiic

Sé: 1069 /STTTT-CDBS

VIV canh béo I héng ATTT CVE-2024-24919tdn Nghé An, ngay 03 thang 6 nam 2024
tai trén cac san pham cua hang Check Point

Kinh gui:
- Cac S¢, ban, nganh cép tinh;
- UBND céc huyén, thanh phd, thi xa;
- Vién thong Nghé An.

Ngay 31/05/2024, Cuc An toan thong tin d3 ban hanh coéng vin s
995/CATTT-NCSC vé viéc canh bao 16 hong an toan thong tin CVE-2024-24919
ton tai trén cac san pham ctia hang Check Point. Theo van ban nay, qua theo d6i,
giam sat khong gian mang, Trung tAm Gidm sat an toan khong gian mang qudc
gia (NCSC), thuoc Cuc An toan thong tin - Bo Thong tin va Truyén thong, da
phat hién va ghi nhin cac thong tin lién quan dén 16 hong an toan thong tin CVE-
2024-24919 ton tai trén cac san pham ctia hing Check Point. L hong cho phép
doi tuong tn cong khong cén xac thuc doc noi dung tap tin bt ky trén san phém
Check Point Security Gateways két ndi toi Internet va dang dugc thiét lap IPsec
VPN Blade ndm trong nhom Remote Access VPN hodc Mobile Access Software
Blade. L hong nay hién dang dugc khai thac trong mdi truong thuc té (thong tin
chi tiét xem tai Phu luc kém theo).

Thyc hién chic ning quan 1y nha nuéc vé an toan thong tin mang, S&
Thong tin va Truyén thong d€ nghi cac co quan, t6 chirc, doanh nghiép ra soat
va trién khai bao dam an toan thong tin mang cho cac h¢ thong thong tin thudc
pham vi quén ly, vdi cac nhiém vy chinh nhu sau:

1. Mt s6 giai phap can trién khai:

- Kiém tra, ra soat hé thong thong tin dang sir dung c6 kha ning bi anh hudng
b110 hong an toan thong tin trén. Chiidong theo ddicac thong tinlién quan dén 16
hong tir hdng nham thyc hién nang cap Ién phién ban mdi nhat @é tranh nguy co bi
tan cong.

- Tang cudng gidm st va san sang phuong an xir Iy khi phat hién c6 dau hié¢u
bi khai thac, tan cong mang; dong thoithuong xuyén theo ddikénh canh bao cua céac
co quan chirc nang va cac t6 chirc 16n vé an toan thong tin @€ phat hién kip thoi cac
nguy co tan cong mang.

2. Pé nghi Cong Thong tin dién tir Nghé An

a) Dang tai toan van ndi dung cOng van s6 955/CATTT-NCSC ngay
31/05/2024 ctia Cyc An toan thong tin vé viéc canh bao 160 hong an toan thong tin
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CVE-2024-24919 ton tai trén cac san phim ciia hing Check Point Ién Cong thong
tin dién tr tinh Nghé An.

b) Tham muu, xay dung ké hoach g phé céc su cb an toan thong tin dbi
v61 h¢ thong thong tin do don vi minh dugc giao quan 1y.

¢) To chuc kiém tra, ra soat, kip thoi c6 phuong an xtr Iy d6i voi cac hé
thong hién dang chu tri quan tri k¥ thut.

d) B tri can bo ki thuat thuong xuyén theo ddi hé thong, hd tro nguoi st
dung khi c6 nhu cau.

4. Giao Trung tim CNTT&TT Nghé An

a) T6 chirc kiém tra, ra soét, kip thoi c6 phuong an xir Iy d6i voi cac hé
thong hién dang chu tri quan tri k¥ thuat, dac bi€t h¢ thong mang may tinh cua
S6 Thong tin va Truyén thong.

b) Tham muu, xay dung ké hoach g phé cac sy co an toan thong tin, sy
cO d6i v6i hé thong thong tin cua tinh trinh Doi truong d6i ing ciru sy 6 tinh
Nghé An va UBND tinh phé duyét theo tham quyén.

¢) Bo tri du can bd thudc bo phan tmg ctru su ¢6 san sang thuc hién nhiém
vu khi c6 diéu dong.

d) Nghién ctru giai phap hd trg cac don vi khic phuc su c¢d khi ¢6 yéu cau.

e) Thuong xuyén, lién tuc sir dung cac Nén tang vé an toan thong tin do
Cuc An toan thong tin (Bo Thong tin va Truyén thong) phat trién, cung cap dé
h5 trg cac co quan, to chirc, doanh nghi€p: St dung Nén tang Diéu phdi xtr Iy sur
¢ an toan thong tin mang qudc gia (IRLab) dé duoc huong dan, nhan cac canh
bao sém va hd trg xir Iy som nguy co, su ¢d; St dung Nén tang HO tro diéu tra
s6 (DFLab) trong truong hop pht hop dé to chic tng ctru su ¢6 va duoc su hd
trg tir co quan nha nude, cac chuyén gia dau nganh vé an toan thong tin.

5. Vién thong Nghé An

- Tuén thi cac quy dinh phap Iy hién hanh va céc diéu khoan thudc hop
dong thué dich vu ¢ lién quan dén cong tac an toan thong tin dé dam bao hoat
dong on dinh, an toan cac hé thong thong tin hién dang cung cap dich vu cho
tinh Nghé An.

- Khai thac cac chirc nang cua Trung tdm Gidm sat an ninh mang SOC

tinh Nghé An dé kip thoi canh béo, ngin chan, hd tro xir Iy cac sy cd mang
trong cac co quan nha nudc cua tinh.

_Trong qua trinh thuc hién, néu c6 kho khan vuong mac hodc truong hop
can hd tro giam sat, xir I, tng ctru su ¢d dé nghi lién hé thong qua cac dau moi:

- Trung tim Ung ctu khin cdp khong gian mang Viét Nam
(VNCERT/CC), dién thoai 024.3640.4421 hoac s6 di¢n thoai tryc duong day
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nong Ung clru sy ¢b086.9100.317, thu dién tir: ir@vncert.vn;

- Trung tdm Gidm sat an toan khong gian mang quéc gia (NCSC), dién
thoai: 024.32091.616 hodc s dién thoai truc dudng day nong hd tro gidm sat,
canh bao sém 038.9942.878, thu dién tu: ais@mic.gov.vn.

- Phong An toan hé thdng thong tin, Cuc An toan thong tin (hudng din
cong tac bdo dam an toan h¢ thong thong tin theo cap d9), dién thoai
0369596886, thu dién tu: athttt@mic.gov.vn.

- o1 Ung ciu su ¢ an toan thong tin mang tinh Nghé An, di¢n thoai:
02383.500027.

Tran trong!./.

Noinhdn:

- Nhu trén;

- Cuc ATTT, BO TT&TT (b/c);
- UBND tinh Ngh¢ An (b/c);

- Ban Giam déc Sé;

- Céng TTDT Nghé An;

- TrT. CNTT&TT Nghé An;

- VNPT Nghé An;

- Luu: VT, CBS (d/c Hoi).

V6 Trong Phu
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Phulye ) S . A
THONG TIN CHI TIET VE LO HONG AN TOAN THONG TIN

(Kém theo Congvinsé — /STTTT-CDSngay31/05/2024
cua So Thong tinva Truyén thong)

1. Théng tin chi tiét vé 16 hong an toan thong tin trén Check Point

Trung tim Gidm sat an toan khong gian mang qudc gia, Cuc An toan
thong tin ghi nhan thong tin lién quan dén 16 hong CVE-2024-24919 ton tai trén
cac san pham cua hing Check Point. L& hong cho phép d6i tuong tin cong
khong can xac thuc doc ndi dung tip tin bat ky trén san phdm Check Point
Security Gateways két ndi t6i Internet va dang duoc thiét lap IPsec VPN Blade
nam trong nhdm Remote Access VPN hoic Mobile Access Software Blade. LS
hong nay hién dang bi khai thac trong méi truong thuc té. Hién 16 hong di duoc
va trong ban cap nhat méi nhét ctia hang Check Point.

L6 hong la mot 16i Path Traversal anh huong téi endpoint
“/clients/MyCRL” c6 chitc niang tra vé ndi dung ciia tap tin trén may cha tng
dung. Endpoint ¢ thé duge truy cdp thong qua ca hai phuong thic GET va
POST. Viéc khai thac thanh cong 16 hong Path Traversal cho phép d6i tugng tan
cong doc ndi dung tap tin tily ¥ trén hé théng véi dic quyén cao (root).

2. Taili¢u tham khao

https://support.checkpoint.com/results/sk/sk182336

https://labs.watchtowr.com/check-point-wrong-check-point-cve-2024-
24919/
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